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SQL Server “AlwaysOn” setup on ObservelT environment

Overview

ObservelT can be easily installed on a SQL Server AlwaysOn environment.

The AlwaysOn is part of Microsoft SQL Server Enterprise Edition and should be deployed in a Windows Cluster
environment.
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This document uses screenshots and procedures written for Windows Server 2012 R2 and SQL Server 2014.
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Prerequisites and assumptions for this document

e This document assumes a Custom Installation is performed and the prerequisites from the document
“Perform Custom Installation” are met as well.

e Windows Cluster setup is required between 2 or more NODEs that will participate in the AlwaysOn
environment, up to 8 NODEs are supported.

e Port 1433 For SQL Server connectivity needs to be opened on the firewall on all NODEs
e Port 5022 For SQL Server Always-On replication needs to be opened on the firewall on all NODEs
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Create a DNS Entry for the AG-Listener

The AG-Listener (Availability Group) is the DNS Name that is used as the SQL Server Name during the installation

of the Web-Console and Application Server(s).
The DNS record we use is of type “A” — Address and has a IP Address assigned to it.

a DNS Manager I;li-
File Action View Help
s 2EXE =2 FEH
g-iﬂ DMNS MName Type Data ~
4 5 QA2012-DCT E suptwani2 Host (&) 10.2.110.106
4 [ 7] Forward Lookup Zones ] 51-wW7xes Host (A) 10.2.110.107

b 2] corpnetlocal & s1-wxe4 Host (4) 10.2.110.108

b |2 danny-dom.local £ wsus-supp Host (&) 102,110,110

b |21 obsgpolocal = A0-LISTEN Host (4) 10.2.110.111

b [ obsqalocal ] s2-WIND8SQ8 Host (4] 10.2.110.30

[+ ':J DbSqE1.|DCE| ] 0 VA ILE A Ploor AN IR E]

Install a SQL Server as a new install or as a new Named-Instance

Install a new SQL Server stand-alone Enterprise Edition or install a new Named-Instance, again using an Enterprise
Edition of SQL Server; same Server Collation should be selected
-NOTE: The following should be done on all the SQL Server NODEs on each of the Windows Cluster NODEs.

= SQL Server Installation Center == -
Planning :lﬁ New SQL Server stand-alone installation or add features to an existing installation
Installation Launch a wizard tD.iHStEH SQL Server 2(?14 in @ nen-clustered envirenment or to add
features to an existing SOL Server 2014 instance.

Maintenance

Tool Iﬁ New SOL Server failover cluster installation
ools
Launch a wizard te install a single-node SQL Server 2014 failover cluster,
Resources
Advanced " ﬁ Add node to a SOL Server failover cluster
o Launch a wizard tc add a nede te an existing SQL Server 2014 failover cluster.
Options
ﬁ Upgrade from SQL Server 2003, SOL Server 2008, SOL Server 2008 R2 or SQOL Server 2012
Launch a wizard to upgrade SQL Server 2003, SQL Server 2008, SQL Server 2008 R2 or SQL
Server 2012 to SOL Server 2014.
Microsoft SQL Server 2014
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Select the Full-Text Search Feature
i SQL Server 2014 Setup = -

Feature Selection

Select the Enterprise features to install.

Global Rules Features: Feature description:
Microsoft Update Instance Features ~ | [Includes the Search engine that supports ~
Product Updates Database Engine Services Full-Text Extraction for fast text search as well | =
Install Setup Files []5QL Server Replication as Semantic Extraction for key phrases (likely

ey | | | tags) and similarty search on content stored
Install Rules :

ey see Prerequisites for selected festures:
Installation Type

[ Analysis Services
Product Key [ Mot Already installed: ~
Eporting services - Rative Windows PowerShell 2.0

License Terms Snered Features . M s -
Setup Role [[] Reporting Services - SharePoint < [0 >

[ Reporting Services Add-in for SharePoint Proc
[] Data Quality Client

Client Tools Connectivity Drive C: 1627 MB required, 5715 MB available  ~
Integration Services v
< m > ~

Feature Selection Disk Space Requirements

Feature Rules

Instance Configuration

Server Configuration

Database Engine Configuration

Feature Configuration Rules
Ready to Install Instance reot directory: C:\Pragram Files\Microsoft SOL Server\ |II|

Installation Progress

Shared feature directory: C:\Program Files\Micrasoft SQL Server\,
Complete

Shared feature directory (x86): C:\Program Files (x86)\Microsoft SQL Server,

[ <Bock |[ Net> |[ conca ][ Heb

Make sure the same Collation is selected on all NODEs
i SQL Server 2014 Setup

Server Configuration

Specify the senvice accounts and collation cenfiguration.

Global Rules Service Accounts | Collation |

Microsoft Update

Product Updates Database Engine:

Install Setup Files SQL_Latin1_General_CP1_CI_AS | Customize...
Install Rules

Latin1-General, case-insensitive, accent-sensitive, kanatype-insensitive, width-
Installation Type insensitive for Unicode Data, SQL Server Sort Order 52 en Code Page 1252 for non-

Product Key Unicode Data
License Terms L
Setup Role

Feature Selection

Feature Rules

Instance Configuration

Server Configuration
Database Engine Configuration
Feature Configuration Rules
Ready to Install

Installation Progress

Complete

< Back | ‘ Next > ‘ | Cancel | ‘ Help
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Choose Mixed-Mode for the Authentication Mode
e SQL Server 2014 Setup -

Database Engine Configuration

Specify Database Engine authentication security mode, administrators and data directories.

Global Rules Server Configuration | Data Directories | FILESTREAM

Microsoft Update

Broduct Updates Specify the authentication mede and administraters for the Database Engine.
Install Setup Files Ruthentication Mode

Install Rules

) Windows authentication mode %

Installation Type
Product Key

License Terms Specify the password for the SOL Server system administrator (s3) account.

Mixed Mode (SQL Server authentication and Windows authentication)

Setup Role Enterpessnord:  |sesseses |

Feature Selection

: [ossasene
N Confim password: | |

Instance Configuration Specify SQL Server administrators

Server Cenfiguration

SQL Server administrators
Database Engine Configuration have unrestricted access

Feature Configuration Rules to the Database Engine.

Ready to Install

Installation Progress

Complete Add Current User | | Add... | [ Remove |

[ <Bock |[ mewr |[ concel [[ Hep

Update the SQL Server Service to Log-On as the Service Account
The following should be done on all the Windows Cluster NODEs for each of the SQL Server Service

All the nodes should be configured to run with the same service account.

& Services SQL Server (AQ) Properties (Local Computer) -
file Action View Help m
L [ERCNES @ pE0B
' . Log on as:
4 Services (Local) || Name - Description  Status Startup Type  Log On As Local System accourt
£ Secondary Logen Enables star.. Running  Manual Local System Ao service to nteract with deskiop
% Secure Socket Tunneling Protocol Service Provides su... Manual Local Service
£ Security Accounts Manager The startup .. Running  Automatic Local System This account [sUPPlatan J[Browse
i Server Supportsfil..  Running  Automatic Local System Passnord
54 Shell Hardware Detection Provides n Running  Automatic Local Systern
G et Card Manages ac. Distled Lol Servee ——
C Smart Card Device Enumeration Service Creates soft.. Running  Manual (Trig.. Local System
% Smart Card Removal Policy Allows the Manual Local Systerm
£ SMB Witness SMB Witnes... Manual (Trig... ~Local System N
C5 SNMP Trap Receives tra... Manual Local Service
i Software Protection Enablesthe... Running Automatic (D.. Network Service
5 Special Administration Console Helper Allows adm... Manual Local Systermn
£ Spot Verifier Verifies pot. Manual (Trig... ~Local System
(. SOL Full-text Filter Daemon Launcher (AO) Serviceto la.. Running _Automatic NT Service\MSSQLFDLa
T SOL Server (A0) Provides sto... Running  Automatic SUPP\oitao
T SQL Server Agent (A0) Erecites jo.. Running  Automatic T Service SOl AgentsA
: SQL Server Browser Provides SQ.. Running  Automatic Local System
£ SQL Server VSS Writer Providesth.. Running  Automatic Local System -
£ SSDP Discovery Discovers n, Disabled Local Service =
£ Storage Tiers Management Optimizes t.. Manual Local System V] = —
Extended 4, Standard
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Enable the Always-On feature from the SQL Server Configuration
Manager

Open the SQL Server Configuration Manager, select the new SQL Server or new Named-Instance installation and
check the ‘Enable AlwaysOn Availability Groups’, do this on all NODEs of the Windows Cluster.

Sql Server Configuration Manager
File Action View Help

L AR INERENN ? [RORTRONC

‘@ SOL Server Configuration Manager (Local) MName State “
E SOL Server Services ﬁ SOL Server Integration Services 12.0 Running
ﬂ SOL Server Network Configuration (32bit ﬁ SOL Server Browser Running
[» .. SQL Native Client 11.0 Configuration (321 % 50L Server Agent (AQ) Running
b J. SQL Server Network Configuration B3 50L Server (MSSQLSERVER) Running
[» .. SQL Native Client 11.0 Configuration 5 50L Server (AQ) Running
e . .
SQL Server (AO) Properties B
[ Log On | Service | FILESTREAM |
AlwaysOn High Availabiity | Startup Parameters |  Advanced |

Windows failover duster name:

| AO-SQL-CL |

Enable AlwaysOn Availability Groups

Allowy this instance of SQL Server to use availability groups for high
availability and disaster recovery.

< m > 0K | | Cancel | | Apply | | Help

Perform Custom Installation of ObservelT Databases on NODE1

Please follow the instructions on the document “Perform Custom Installation” under the section “Installing the
ObservelT databases”.

This should be done only on NODE1 of the Windows Cluster, the Active NODE.

Later the databases will be replicated to the rest of the NODEs automatically.
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Configure the AlwaysOn Availability Group

Take full backup of ObservelT’s databases, this is a requirement before you can proceed

Object Explorer = X

Connect~ 33 3 m 7 7] .§
= B SUPTMODEMNAC (SOL Server 12.0.2000 - sa]
= [
+ [ Systemn Databases
+ [ Database Snapshots
+ [J ObservelT
[J ObservelT_Analytics
[J ObservelT_Archive_1
[J ObservelT_Archive_Template
[J ObservelT_Data

+

+

+

+

Right-Click and select ‘New Availability Group Wizard...’

Object Explorer 1 x

Connect~ 3 ) m E;
- [B SUPTMODETMAQ (SOL Server 12.0.2000 - sa]
= [ Databases
+ [ System Databases
+ [ Database Snapshots
[J ObservelT
[J Observel T_Analytics
[J Obzervel T_Archive_1
[J ObservelT_Archive_Template
+ [J ObservelT_Data

+
+
+
+

+ [ Security

+ [ Server Objects

+ [ Replication

=~

% £3 Management Mew Availability Group Wizard...

+ [ Integration Services Catalog: Show Dashboard

[ [ SOL Server Agent
Reports »
Refresh

Name the Availability Group

* New Availability Group == -
t Specify Availability Group Name
Introduction @ Help
Specify an avaiabiity group name.
Select Databases Availability group name:
Specify Replicas [oiT-0-Ag]
Select Data Synchronization
Validation
Summary
Results
s

Select the ObservelT Databases
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1. New Availability Group -0 -
1 Select Databases
Introduction @ Help
Specify Name Select user databases for the availability group.
User databases on this instance of SQL Server:
Specify Replicas MName i Status
. prerequisit
Select Data Synchronization el Meets prerequisites
ObservelT_Analytics 1.3GB Meets prerequisites
Validation
ObservelT_Archive_1 1.3GB Meets prerequisites
Si
i ObservelT_Archive Temp... 1.2 GE Meets prerequisites
Results ObservelT_Data 1.0GB Meets prerequisites
<Previous | | Net> | [ Cancel
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Click ‘Add Replica’, add the second or more NODEs, Click ‘Connect’

. New Availability Group - | o [
n’i‘\;_l ] .
Specify Replicas
Intreduction @ Help
Specify Name Specify an instance of SQL Server to host a secondary replica.
Select Datab: "
clect betabases Replicas | Endpoints | Backup Preferences | Listener ‘
Specify Replicas Availability Replicas:
Select Data Synchronization Initial Automatic Synchronous
Server Instance Rol Failover (Up to Commit (Upto  Readal
Validation =3 2) 3)
Summary SUPTNODET\AONODET Primary 1 1 No
Results
< m >
[ AddReplica.. || Add Azure Replica..
Summeary for the replica hosted by SUP1NODETVAONODE1 ~
Replica mode: Asynchronous commit
This replica will use asynchronous-commit availability mode and support only forced failover =
[with possible data loss).
o e T o e e e o e e h
ald Connect to Server x|

Microsoft SQL Server 2014

Database Engine
Server name: | EUFINODEZAD v ||

Authentication: |Window5 Authentication v |

SUPP“administrator

Connect || Cancel || Help || Options >>

10
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Make sure the ‘Automatic Failover’ are checked and the ‘Readable Secondary’ are configured to ‘Yes’, and click
‘Listener’

New Availability Group [T ]

S

Specify Replicas

Introduction

Specify Name Specify an instance of SQL Server to host a secondary replica.

Select Databases

Replicas | Endpoints I Backup Preferences | Listener ‘

Awvailability Replicas:

Select Data Synchronization Initial Automatic Synchronous
Server Instance Rol Failover (Up to Commit (Up to | | Readable Seco
Validation =3 2)
Summary SUPTNODETVAQ Primary | Yes
Results SUPTNODEDNAD Secondary I || Yes
< m >
Add Replica... || Add Azure Replica... | ‘ Remove Replica ‘
Summary for the replica hosted by SUPTNODE2\AD ~

Replica mode: Synchronous commit with automatic faillover
This replica will use synchronous-commit availabilty mode and support both automatic failover
and manual failover.

Readable secondary: Yes
In the secondary role, this availability replica will allow all connections for read access, including

‘ < Previous | | Next > ‘ | Cancel |

Add the Listener: Type the Name, port and click ‘Add’ to add the IP Address
New Availability Group \;li-

Specify Replicas

Intraduction @ Help

Specify Name Specify an instance of SQL Server to host a secondary replica.

Select Datab
izsileaiatiz=m | Replicas | Endpoints | Backup Preferences | Listener \

Specify your preference for an availability group listener that will provide a client connection point:

Select Data Synchronization ) Do not create an availability group listener now
o You can create the listener later using the Add Availability Group Listener dialog
Gy Create an availability group listener
Specify your listener preferences for this availability group.
Results

Listener DNS Name; (| AO-LISTEN |

Port [1433 |
Network Mode: [static P v
Subret IF Address

s

< Previous Cancel

11
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Enter the IP Address and click ‘OK’

oL Add IP Address

Subnet [1020.0116 vl

Address

—_—

IPv4 Address |10-2-110.111 | |

n

Subnet Mask |233.233.0.0 I

IPv6 Address F

| oK || Cancel || Help |

Click ‘Next’

New Availability Group
Loy
] Specify Replicas

Intreduction @ Help

Specify Name Specify an instance of SQL Server to host a secondary replica.
Select Databases

[ Replicas | Endpoints | Backup Preferences | Listener |

Specify your preference for an availability group listener that will provide a client connection point:

Select Data Synchronization ) Do not create an availability group listener now
Validation You can create the listener later using the Add Availability Group Listener dialog.
Summary Create an availability group listener
Specify your listener preferences for this availability group.
Results

Listener DNS Name:  [AQ-LISTEN |

Port: [1433 |
Network Mode: [static P v
Subnet P Address

10.20.0/16 102110111

< Previous || Nea> [ cancel

12
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All validations should ‘Success’ and press ‘Next’
il New Availability Group [ |

Validation
Intreduction @ Help
Specify Name Resuilts of availability group validation._
Select Databases Name Result
Specify Replicas (| Checking whether the endpoint is encrypted using a compatible algorithm Success
(@ Checking shared network location Success

Select Data Synchronization
(| Checking for free disk space en the server instance that hosts secondary replica SUPTNODER... | Success

alidation (| Checking if the selected databases already exist on the server instance that hests secondary

Success

Summeary (@ Checking for compatibility of the database file locations on the server instance that hosts sec... | Success
Results (| Checking for the existence of the database files on the server instance that hosts secondary r... | Success
(@ Checking the listener cenfiguration Success

(@ Checking the availability mode compatibility between the primary and secondary replicas Success

Re-run Validation

<previous || Netr [ Cance |

Click ‘Finish’
i New Availability Group -

Summary

Introducticn @ Help

Specify Name Verify the choices made in this wizard.

Select Databases Click Finish to perform the following actions:

Specify Repl
RS = Availability Group: OIT-AQ-AG ~

Select Data Synchronization Primary replica: SUPINODETNAQ
Availability Group Listener: AQ-LISTEN

Validation Automated backup preference: Secendary

ObservelT (1.3 GB)

Resuits - ObservelT_Analytics (1.3 GB)
. ObservelT_Archive_1(1.3 GB)

ObservelT_Archive Template (1.3 GB)
. ObservelT Data (1.0 GB)
Initial data synchronization: Full
Backup location: \\SUPTNODET\Test1
5 Replicas
=- Server instance name: SUPTNODENAQ

Role: Primary

Replica made: Synchronaus commit with automatic failover
- Readable secondary: Yes
= Endpoint: Hadr_endpaint
- URL: TCP://SUPTNODE1.SUPP.LOCAL:3022
Encrypted: Ves

= Service account: SUPP\oitac %
Automated backup priarity: 50
erver instance name: SUPTNODE2\AO
Role: Secondary
Replica mode: Synchronous commit with automatic failover
Readable secondary: Yes
- Endooint: Hadr_endooint

.

< Previous | | Finish ||| Cancel |

13
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Summary, this is how it should look with all components

-z Microsoft SQL Server Management Studio (Administrator) [= o -

File Edit Wiew Debug Tools Window Help
(- S @ | A NewOuey D REBE| 4 B[00 - a0
Object Explorer
Connect~ 3 3 m 7 (7] .§
= L_B SUPTMODENMAD (SOL Server 12.0.2000 - sa)
# [ Databaszes
+ [ Security
+ [ Server Objects
+ [ Replication
- [ AlwaysOn High Availability
I . ciabiy Grou
= 1| OIT-AD-AG (Primary)
-] [ Awailability Replicas
5 SUPTNODENAQ (Primary)
E] SUPTNODERNAD (Secondary)
-] [ Awailability Databases
[_-d, OhbservelT
[_-d, ObservelT_Analytics
[_-d. ObservelT_Archive_1
[_-.!, ObservelT_Archive_Template
l.-dl OhbservelT_Data
- [ Awailability Group Listeners
. A0-usTEN
+ [ Management

+ [ Integration Services Catalogs
7 [ SOL Server Agent

14
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ObservelT components installation
Continue the installation following the ‘Perform Custom Installation’ document.

You will need to use:
For the database the AG-Listener DNS Name.

For the Application Server(s) use the Load-Balancer NODE name.
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