ObservelT Database Maintenance

The ObservelT databases have to be maintained on a regular basis in order for the system to work properly

and efficient.

The main activities are: Archiving, Re-indexing and Update-Statistics.

Archiving of Information

A Database needs to be kept in a manageable size in order to maintain performance and keep the system in
a good operation status.

The Archiving process moves obsolete and irrelevant data from the main ObservelT database to the Archive
database(s), information that is not required for day to day operation.

The Archiving is configured on the Web-Console and should be scheduled to run every day.

Below screen shot as an example:
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You have to watch the size of the archive database; when the size of the archive database is about 450GB,
you should navigate to ‘storage management’ and choose to ‘Add New Archive Database’.

Below screen shot shows the location of ‘Storage Management':

ObSQrVQ lt Record and Replay

Enterprise Windows & Unix Sessions

Threat Detection

Server Diary User Diary DBA Activity Configuration Search Repors

Schedule Storage Management Log

Console Users
o Archive Storage Management
Identification

— Active Archive Database

Semvers

Server Groups Archive data stored in: SOL Server

Semver Policies Database Server: WIN-458707VGBK2

Security Database Name:

ObservelT_Archive_1
Alerts & Events Database path: c\program files\microsoft sql severimssgl10_50.mssqlservermssglidataiObs....

MW

Identity Theft Detection Date range of included sessions:
Message

Size of archive database: 0.10 GB (0 =lides)

Ticket Integration Low DB space netification: Mot Configured

License

@

SMTP Settings Add Mew Archive Database

Monitor Log

LDAP Settings r— Historical Data Storage Locations

Storage

1-10f1 1

DB and Related Screen Data Locations

. First Session Date LastSession Date Sessions DB Size (GB) Freeze Date
Saved Sessions

Audit
System Log

Latest Sessions
52-WIN0E5Q8 Admini...
Quuick Help

Installation Guide
User Guide

Configuration Guide



Re-Index and Update Statistics on ObservelT’s Database
Database re-indexing is a process that reorganizes the data of the Table’s Indexes to increase the
performance of SQL Queries and overall performance of the database.

Indexes that are fragmented are not efficient and introduce additional resources on the system, instead of
helping the database perform better, it does the opposite and derogates the performance.

The Update-Statistics is a process that collects information about queries in the database and helps the
Execution-Planner in the database reach better results when selecting an Execution Plan for queries.

The result of these two processes is in faster queries execution and faster data retrieval; in overall increase
in Database performance.

-NOTE: You should execute the re-indexing on the ObservelT databases at least once a week and Update-
Statistics on a daily basis.

Before you can execute the re-index and update-statistics, you need to execute a preparation script that will
create a stored-procedure that is used by these two activities.

The script is called: dbmaintprepare.sql and is packed with this document in the ZIP file.

Next step is to execute the SQL Script "OIT-DB-Maint-Create-Jobs.sql”, this will create two scheduled jobs
that will be executed automatically on the database server on a schedule.

-NOTE: Remember to execute the dbmaintprepare.sql before and only once.

If you would like to execute the update-statistics manually, navigate to ‘SQL Server Agent ->Jobs -> OIT-
DB-Maint-UpdateStatistics’, ‘right-click -> Start Job at Step ..." and click ‘Start’.

If you would like to execute the re-indexing manually, navigate to ‘SQL Server Agent ->Jobs -> OIT-DB-
Maint-Relndex’, ‘right-click -> Start Job at Step ..." and click ‘Start’.



