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Enable-Delete setup & troubleshooting

ObservelT has an option to remove the recording of Screenshots and Metadata from the system
completely.

This option can be available after specific configuration change you need to do on the system.

Enableing-Delete setup on the system
In order to enable the delete option, you should follow these steps on the Application Server installation:

1. Backup Web.config file of the Observel T Web Console
(By default it is located on this location, C:\Program Files(x86)\Observel T\Web\ObservelT\Web.config):

2. Edit the file and add the following line to Web.config file under the <appSettings> section:
<add key="EnableDelete" value="true"/>

3. Save the file.
4. Logoff and logon back to Observel T management console.

Now a new Delete option has been added to the configuration section in the Web-Console: ‘Configuration->
Archive’, the option is seen at the bottom of the page under ‘Action Type’ section.

Action Type

huuse to delete data, vou must provide db owner credentials or equivalent.
Approved By: Delete

Pazsword: |

Save Schedule
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Special Requirements Needed

The process of the Archive-Delete can be activated only by using a special SQL User that meets the
following requirements:

1) User is defined locally on the SQL Server, not a Windows user.
2) Needs to be configured as ‘SQL Server authentication’.
3) Mapping the user to ObservelT Databases and assign Role of dbo (db_owner).

Selecta page .
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j Server Roles
A" User Mapping Login name: |ard1ivedelde

[ Secursbles o
1 Status ) Windows authertication

(@ SQL Server authertication
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Confirm password: |---------------
[] Specify old password
(ld password:
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Enforce password expiration
User must change password at next login
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i0) Mapped to asymmetric key
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Configuring Enable-Delete option

Under Web-Console -> Configuration -> Archive, at the bottom section ‘Action Type’ you need to select
‘Delete’ and then type in the SQL User and password you created locally on the SQL Server.

You should get the following: ‘Successfully Updated'.

‘Welcome, ObservelT. Authentication\Admin [ Sign Cut This Demo version will expire in 41 Days. ObservelT home - Share ides - Help
ObSQTVQ It Record and Replay
Enterprise Windows & Unix Sessions

Server Diary User Diary DB& Activity Configuration Search Threat Detection

Schedule Storage Management
Console Users

Schedule Archive
Identification

Servers Successfully Updated

Server Groups

Server Policies Save Schedule

Enabled: i

Alerts & Events

Security ’—Schedule Status and Information
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Troubleshoting
In case you do not get the above result, you need to follow these steps:

1)

2)

3)

Check that the user is properly configured on the SQL Server locally, as described above and on the

screenshots.
Check communication from to the SQL Server using the user you have created, follow these steps:

From your work-station/application server:

If you still have issues, try connecting with the user locally on the SQL Server.

Create an empty text file and name it: test.udl (Pay attention to the ‘Hide extensions for

known file type’ option, make sure it is un-checked.
Advanced settings:
) Files and Folders -
Alwaps show icons, never thumbnailz
O Ahways show menus
Drigplay file icon on thumbnailz
Digplay file zize infarmation in folder tips
[ Dizplay the full path in the title bar [Clagsic theme only]
| Hidden filez and folders
&) Don't show hidden files, folders, or drives
) Show hidden files, folders, and drives
Hide empty drives in the Computer folder
[ | Hide extenzions for known file types

FA I lde cectected cmceabiie = cvvebmme Clee (Tl e e e e e Y --I

Double-click it, a window will popup asking to enter the Database Credentials, as seen in the

below screen-shot.

| Data Link Properties ﬂ

Provider = Connection | Advanced | Al

Specify the following to connect to SGL Server data:
1. Select or enter a server name:
| v || Refresh
2. Enter information to log on to the server:
() Use Windows NT Integrated securty
(®) Use a specific user name and password;

Iser name:

Password:
[ ] Blank password [ ] Mlow saving password
3. (@) Select the database on the server:

W
i) Attach a database file as a database name:
|1 zing the filenarnne:
Test Connection
QK Cancel Help
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