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This document outlines the integration steps with ServiceNow using the integration Application Server. It
containsthe prerequisitesas well asystem requirementand product installation.
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1 Description

The integration wittServiceNovallows the Observel T agent to validate ServiceNow ticket numbers, create
newtickets and update theServiceNowticket with ObservelT Session information

The following ServiceNow ticket types are supported:

Change request: CHG

Problem: PRB

Service Catalog Request lterfdTM
ServiceRequestREQ

Service TaskiASK

=A =4 =4 =4 =9

2 Content

File :ServiceNow_Ticketinglmplementation_6.7.zip

3 Prerequisites

1 1IS (can be installed on the sameds®bservelT)
1 HTTP&ccessandcredentials for ServiceNow systefor(example: dev198.servicanow.com )
I ObservelT Web Console admin access in ordeomdigure the integration

3.1 &ETTING THRYSTEMROPERTIESRSYSTEMPROPERTIES WEBSERVICES

SetSystem Properties>Web Serviceproperties inProductionsystem as shown below:

observe it 1



observe

Require authorization for incoming RSS requests.

+ Yes|No

Require basic authorization for incoming SOAP requests.

v Yes|No

Require WS-Security header verification for all incoming SOAP requests

Yes | No

Security Policy to enforce if Soap WS-Security is required. (All web service security profiles are enforced if not filled and WS-Security is required)

If unauthenticated, SOAP requests will execute on behalf of this user ID. Set roles for this user and use ACL to manage this user's access.

soap.guest

Require authorization for incoming WSDL requests.

Please note: If you choose not to require authorization for incoming WSDL requests, you will need to also modify the Access Control (ACL) rules to allow guest users to access the
WSDL content.

http://docs.servicenow.com/?context=Web_Services_Security Web_Service_User_Roles

+ Yes|No

Enforce strict security on incoming SOAP requests. Checking this requires incoming SOAP requests to go through the security manager for table and field access, as well as checking
SOAP users for the correct roles for using the web service.

http://docs.servicenow.com/?context=Contextual_Security_Plugin
http://docs.servicenow.com/?context=Web_Services

+ Yes|No

Maximum number of bytes per field in the incoming SOAP action. If the incoming value exceeds this size, it will be converted into an attachment to the record.

512000

Maximum total size allowed in the SOAP request body, in MB. A SOAP Fault is returned if the request exceeds this limit.

70

Emit complex-type name attributes in generated WSDL documents (some Web Service clients like Cold Fusion require complex-types to have a name attribute parsed properly.
Default value is false).

Yes | No

This property sets the elementFormDefault attribute of the embedded XML schema to the value of unqualified, if set to true. This attribute indicates whether or not locally declared
elements must be qualified by the target namespace in an instance document. If the value of this attribute is 'unqualified’, then locally declared elements should not be qualified by
the target namespace. If the value of this attribute is 'qualified’, then locally declared elements must be qualified by the target namespace. For compatibility with Clients generated
from WSDL (.NET Web Reference, Axis2 stub, webMethods, ect.), set this value to false. This value defaults to true.

For further documentation, follow this URL http://docs.servicenow.com/?context=Web_Services
Yes | No

Display stack trace in SOAP fault detail element

[ Yes | No

Use unique targetNamespace for WSDL definition.

¥ Yes | No

Save
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In System Properties>Web Servicesuncheck thefollowing properties

servicenovw- “

Welcome: System Administrator S, (@)

A )

¢ | System Properies  (0)) @ hitp:/fdoes servicenow.com/?context=Contextual_Security_Plugin
hitp:/fdocs servicenow.com/7context=Web_Services

System Properties

+ Yes | No
Basic Configuration
Basic Configuration U6 Maximum number of bytes per field in the incoming SOAP action. If the incoming value exceeds this size, it will be converted into an attachment to the record.
My Company 512000

Ul Properties
Mabile Ul Properties
Tablet Ul Properties

Maximum total size allowad in the SOAP request body, in MB. A SOAP Fault is returned if the request exceeds this limit

css v

System N N . N . . N . " .

Email Properties Emit complex-type name attributes in generated WSDL documents (some Web Service clients like Cold Fusion require complex-types to have a name attribute parsed properly. Default value is false).
Import Export Yes | No

Al val Engi
pproval Engines This property sets the elementFormDefault attribute of the embedded XML schema to the value of unqualified, if set to true. This attribute indicates whether or not locally declared elements must be qualified by t

LDAP « target namespace in an instance document. If the value of this atfribute is 'unqualified’. then locally declared elements should not be qualified by the target namespace. If the value of this attribute is ‘qualified’, thq
SLA locally declared elements must be qualified by the target For ibility with Clients generated from WSDL (NET Web Reference, Axis2 stub, webMethods, ect ), set this value to false. This value
Oracle DB Options. defaults to true
Replication For further documentation, follow this URL http://docs servicen
Service Catalog [ Yes | No
Homepage
* Display stack trace in SOAP fault detail element
System Localization [0 Yes | No
Text Search
Global Text Search Use unique targetNamespace for WSDL definition
Security ¥ Yes | No
Single Sign-on
System Diagnostics Save
Google Maps

3.2 SEIMNGTHESYSTEMPROPERTIES WEBSERVICES PROPERTNEHSHVELOPER
SYSTEM

SetSystem Properties>Web Serviceproperties in Developer system as shown below:

1. Elevate admin for my admin account (top left corkeypad)

Elevate Roles X
The following are session-specific privileges, session timeout or
logout will remove all elevated privileges.

¥ security_admin

Grant modification access to High Security Settings, allow user to
modify the Access Control List

Maore Info Cancel

2. Change the High Security settings to disabled
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1 Changed the Require basic authentication for incoming SOAP requests in Web Service Properties to
No

91 Enforce strict security on incoming SOAP requests

1 Require authorization for incoming WSDL resjis

(@) Properties updated

Web Services

Customization Properties for Web Services

Require authorization for incoming RSS requests. (3)

v/ Yes | No

Require basic authorization for incoming SOAP requests. (%)

[Z]Yes | No

Require WS-Security header verification for all incoming SOAP requests (%)

Yes | No

Security Policy to enforce if Soap WS-Security is required. (All web service security profiles are enforced if not filled and WS-Security is required) (3)

If unauthenticated, SOAP requests will execute on behalf of this user ID. Set roles for this user and use ACL to manage this user's access. (%)

soap.guest

Require authorization for incoming WSDL requests.
Please note: If you choose not to require authorization for incoming WSDL requests, you will need to also modify the Access Control (ACL) rules to allow guest users to access the WSDL content.

http://docs.servicenow.com/?context=Web_Services_Security_Web_Service_User_Roles ®

[]Yes | No
Enforce strict security on incoming SOAP requests. Checking this requires incoming SOAP requests to go through the security manager for table and field access, as well as checking SOAP users for the correct roles for using

http://docs.servicenow.com/?context=Contextual_Security_Plugin
http://docs.servicenow.com/?context=Web_Services

@
7]Yes|No

Maximum number of bytes per field in the incoming SOAP action. If the incoming value exceeds this size, it will be converted into an attachment to the record. (2)

512000

In System Properties>Web Servicesuncheck the following properties:
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servicenow-" “

Welcome: System Administrator S, (@)

A "

V¢ | System Properties ()] @ hitp://docs servicenow. com/?cantext=Contextual_Security_Plugin
http:/fdocs servicenow.com/?context=Web_Services

System Properties

7 Yes | No
Basic Configuration
Basic Configuration UI16 Maximum number of bytes per field in the incaming SOAP action. If the incoming value exceeds this size, it will be converted into an attachment to the record
My Company 512000

Ul Properties
Mobile Ul Properties

Maximum total size allowed in the SOAP request body, in MB. A SOAP Fault is returned if the request exceeds this limit
Tablet Ul Properties

css i

System ) o - ) ) )

Eovel Propariss Emit complesctype name attributes in generated WSDL documents (some Web Service clients like Cold Fusion require complex-types to have a name atiribute parsed properly. Default value is false)
Import Export Yes | No

Al val Engi
pproval Enginss This property sets the elementFormDefault attribute of the embedded XML schema fo the value of unqualified, if set to true. This attribute indicates whether or not locally declared elements must be qualified by t

LDAP 4 target namespace in an instance document. If the value of this attribute is 'unqualified, then locally declared elements should not be qualified by the target namespace. If the value of this attribute is ‘qualified’, thel
SLA locally declared elements must be qualified by the target namespace. For compatibility with Clients generated from WSDL (.NET Web Reference, Axis2 stub, webMethods, ect.), set this value to false. This value
Oracle DB Options. defaults to true
Replication For further documentation, follow this URL http://

Service Catalog [ Yes | No
Homepage

* Display stack trace in SOAP fault detail element
System Localization [ Yes | No
Text Search
Global Text Search Use unique targetNamespace for WSDL definition
Security | Yes | No
Single Sign-on
System Diagnostics Save
Google Maps

3.3 ADDNGU_UBSERVELT/IDE(IZOLUMN T&ERVICHOWINCIDENT TABLE
1. SelectAdminandTable

servicenovw

Type fitter text AAZ[F -

System Definition ~ A

[ Application Menus
[, Menu Categories
Dictionary
T Tanles

=F Choice Lists

Il Bookmarks

[T] Tables & Columns

), Search Groups

¢!, Database Views

¢!, Table Rotations

O Text Index Stop Words
C@ Text Indexes

= - o

2. Search for tabléncidents
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¢ = Table - Incident

A table is a collection of records in the database. Each record corresponds to a row in a table, and each field on a record corresponds to a column on that table.
processes. More Info

Label Jincident} Application Global
Name incident
Extends table Task @

Columns | Controls | Application Access

Table Columns m SR for text v

? Dictionary Entries

ﬁs Q, = Column label =Type = Reference = Max length = Default valu
@ Business resolve time Integer 40
@ Resolve time Integer 40
@ Caller Reference User 32 javascript:incidd
@ Category String 40 inquiry

3. Insert a new alumnby cIicking\Iewm.

4. Type,URL
Max Length: 512
Labeld ho ASNIWSL¢ OARS2¢
Name:u_Observeit Video

{ | = Dictionary Entry

A dictionary entry manages how ServiceMow stores datas in tables and fields (columns). For new dictionary entries, select a Table and the field
Mandatory to seve a record, and make the field a Display Value for reference fields so it appears on records that reference this table. Maore I

Table Incident [incident] v
Type URL o || @
Colunnin labed Observel T Video
Caolumin name u_observeit_video
Mzt length 512

5. ClickSubmitto add the new field
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3.4 ADDINGQLIENT _SCRIPT TO RUN ONDADJAVA SCRIPT TO DISPLYDEO
HYPERINK

1. Create anew Client Scriptfarii 6 f ST A Yy OA RSy (ixCéientScdpfsR SNJ / 2 Yy F A 3 dzNB

servicenovw-

g ® = CIientScriptsm Goto  Name v || l

Script NameObservelT_video_icon

Active=True

Global=True

Type=onLoad

Description:

Script:

function onLoad() {
/IType appropriate comment here, and begin script below
if(getValue('u_observeit_video")!="}

g_form.addDecoration(‘'u_observeit_video', 'icetar', '‘Observelt Icon’);

Nookswd

}

var url_id=$('incident.u_observeit_video_link’); // $('<table name>.<fieldname_link>");
/[Event.observe('<table name>.<fieldname_logKelick', function(){
Event.observe('incident.u_observeit_video lock', 'click’, function(){
if(url_id.text!="){
url_id.text="Video";

}

D

if(url_id.text!=")}
url_id.text="Video";

}
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¢ = Cliemsaipt
= Newrecord

New client-scripts are run in strict mode, with direct DOM tojQuery,
side scripts set the system property "glide.script block client globals” to false.

the window object are I

observe

To disable this on a per-script basis, configure this form and add the "Isolate script” field. To disable this featu

@) system Administr

Name | PbservelT_video_icon Application | Global
¥ Catalog Administration
Table Incident [incident] v Active v
CatalogClient Scripts
UIType Desktop Inherited
System Definition
Type onload Global i
Client Scripts
Description
Messages
saipp | $ | [P |E 8« |3E|[Q v |~ |F @ 8 % || B

8. ClickSubmitor Updateto save the script

3.5 SERVICENOWUSERROLES

TheSrviceNow user that you will use to authenticate ServiceNow in the connector, must have the following
roles

soap_create Can create records on all tables and columns.

soap_query Can query records on all tables and columns.

soap_query_updatel Can query and update records on all tables an

columns.

soap_update Can update records on all tables and columns.

Example
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Roles (6) | Groups = Delegates Subscriptions = Manage Subscriptions
= Rulesm Goto | Role v 44 « 1 |to6ofe P PP E

? User = (empty) > Role Name >= soap

@ O\ =Role A = State = Inherited = Inheritance Count

@ soap create Active false
@ soap_query Active false
@ soap_query Active true 1
@ soap_query update Active false
@ soap update Active false
@ soap update Active true 1
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3.6 DEPLOYMENT

3.7 QREATING THE SITECKETS

1. Copy andextract tickets.zip to Cinetpub

61\_)v| . = Computer = Local Disk (C:) = inetpub = tickets -

Organize >  Indude inlibrary «  Share with = New folder

= Recent Flaces

- Eavorites Mame ~ Date modified Type Size
ey

M Desktop ! bin 6/3/2015 11:55 AM  File Folder

4 Downloads | Web References 6/3/2015 11:51 AM File Folder

|E] ac.aspx 5/1212015 1:58 PM ASP.MET Server Page S KB
_— :I.a} Servicel .asmy 3/2512015 2:35 PM ASPLMET Web Service 1 KB

- Libraries
3 Documenks ] Serviceow. asmo: SJ2712015 4:20 PM ASP.MET Web Service 1KE
J‘. Music | |trace log 6712015 11:45 AM Texk Document 1 KB
=/ Fictures 7| b, config 53172015 9:38 AM CONFIG Fila 2KB

E Yideos

2. GrantWrite permissions to local grougsers
observe it 10
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l Permissions for tickets

Secunty I
Object name:  C:Ainetpubhtickets

Group or user names:
52 SYSTEM -]
% adminizstrator

52 Administrators [08-w085 00824 dministatars
[- 'R dzers [Q8-WOESH03-24 zers]
52, Trustednstaller -

1| | v

Permizsions for Uzers fil

FRead & execute

Lizt folder contents
Cead

W rike
Special permizsions

| earn about access contral and permigsions

k. I Caricel | Apply |

3. Create aNeb Ste.
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Add wWeb site

Site name; Application pool;

|tickets |tickets Selact. .. |

—i_antent Direckory

Phyysical path:

IC:'I,inetpub'l,tickﬂts _l

Pass-through authentication

Conneck as. .. | Test Setkings...

— Binding
Type: IP address: Park:
Ihttp j IF'.II Unassigned j |4885|
Hosk name:

Example: wiww,conkoso,com ar marketing, contoso, com

¥ Start Web site immediately

Ik I Cancel

B

Change theNETFramework = v4.0

5. Change the Ticket application pool (Advanced Settings). Enable 3ZThite. =

Change the Ticket application pool (Advanced Settings). Identity to a user that can write to
CAINETPUBICKETS (the trace.log file is written to fihider).

o
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Bl {General) 1=
MET Framework, Yersion vd.0
| Enable 32-Eit Applications True ]
Managed Pipeline Mode Inkeqrated
arme kickets
Cueue Length 1000
Start Automatically True
E CrPu
Lirnit 0
Limit: Action Mogckion
Limnit Inkerwal (minutes) 5
Pracessar AfFinity Enabled False —
Processor Affinity Mask, 4294967295
E Process Model
[ Identity obsqad' administrator ]
Idle Time-aut (minutes) 20
Load User Profile False
Plaxirnm Worker Processes 1
PFing Enabled True
Ping Maxirum Respanse Time (seconc 90
Ping Period {seconds) a0
Shutdown Time Limit {seconds) an
Skartun Tire Limit fescnnds an bl
Mame
[mame] The application pool name is the unigue identifier For the application pool,
(a4 Cancel |
P

observe it
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3.8 TESINGTHE NEW SITE

1. Goto ObservelT Web Consoleonfiguration-> Ticket Integration-> Ticketing Systems
2. Test the site by entering for example:

http://10.2.56.76:4885/ServiceNow.asmx
3. Expected result

ServiceNow

The following operations are supported. For a formal definition, please review the Service Description.

+ CreateNewTicket
+ HelloWorld
+ IsTicketValid

+ TestConnection

3.9 CONFIGURING THEEFAULTBIEWTICKENALUES

1. Browse to http://SERVER:4885/ServiceNowConfig.aspx
2. Enter the default values for new incident ticket
3. And clickSave

ServiceNow Integration Configuration Settings

New Incident Caller ID: Allie Pumphrey
New Incident Contact Type: Self-service
New Incident Category: Inquiry / Help
New Incident State: Resolved

New Incident Assignment Group: Service Desk
New Incident Configuration Item: |Remote Desktop Connection

Obsrevel T Login ID must be equal to Ticket's Assigned To UserID :

Save Cancel
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3.9.1 Qeate/Hit the Fle Manually

Alternatively, you can create/edit the following file manuaBkinetpubitickets sn.config
new_incident_caller_id=Allie Pumphrey

new_incident_contact_type=Sedervice

new_incident_category=Inquiry / Help

new_incident_state=Resolved

new_incident assignment_group=Service Desk
new_incident_configuration_item=Remote Desktop Connection

loginid_must_be_equal_to_assigned_teaise
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3.9.3 LoginID
loginid_must_be_equal_to_assigned_toTRUE

If the loginid_must_be_equal_to_assigned_fie set to True (or checkead the configuration setting HTML
page abovejhen:

oyf @8 dzaSNR GKFd GKS AYyOARSyGQ&a a! &aAa Jedtododtiweto5 @I f dzS A
the session.

In the example below

Beth Anglin is assigned to incident #: INC0010002

Beth Aglin userID in ServiceNds: Beth.Angelin

In that case, only Windows Login ID Beth.Angelin will be able to use INC0010002 in the ObservelT
ServiceNow integration

pezcubpou O-QeLUC" [oCT)/ peyIUB)IU P32 [0B86q IUFO 9 26LAGL LIOUIFOLEG PA OP2ELAG] L
2poLf gsecubpon olf-qewor[ocay/pegyauBiu paz [0Beq 1ufo 9 26161 WouoLsq ph OpzeLAG| L &
vzaiBusq o BeY YUB[U g |l e
COUYBNLIFOU 1F6W gewofs Dezxfob couvschon o = [i] 0] ye2lBuweug Slonb 26LMICE DE2K o @
BN2IUS22 26LAICE o oLk 2 - b[uuwE
2npcafsgolh - pjous — " NLBsuch 3-Tom "
CorsBolh dnih\ yeib A jwbacy 3-rom a
cIleL VIlI6 bnwbpish d | @ 2rars nem i
MnwpsL | CO0T0003) coufact (Abs 26[|-26LNICE "
g =[Gy R N T oo | tomem  ~ | nbase | wee
Beth.Angelitta LYy FT2NX I GA2YY
: y ' y
)= gesﬁ: Anglin ,&’ E ooo
User ID ‘ Email beth.anglin@example.com =
First name Beth Language —None - A
Last name Anglin Calendar integration —None — v
Title Q Time zone System {America/Los_Angeles) v
Department Sales Q| ® Date format System {yyyy-MM-dd) v
Password Business phone
Password needs reset Mobile phone
Locked out Photo Click to add...
Active v
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3.9.4 Service Deskole

Only users that have ITIL ralan be assigned to incidents.

It is recommended to add all the roles below to a Service Desk user:

Collection
{:L_itﬂ

itil_admin

Name itil

Roles List

Beth Anglin

asset
catalog
catalog_admin

Addthe user to theService Deskroup:

observe it
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Related Links

View Subscriptions
Reset a password

Roles (19) | Groups(6) | Delegates = Subscriptions =~ Manage Subscriptions

= Gmupsmm Goto Group v

? User = Beth Anglin
b} O, = Group

(13 Network CAB Managers
( i) Hardware
( l) Database

('\ Software

( l) Catalog Request Approvers for Sales

('\ Service Desk

3.10CREATING THEONNECTION IOBSERVE WEBGONSOLE

1. Open ObservelWeb Console
2. Go to:Configuration-> ServiceDesk Integration> Service Desk Systems
3. ClickCreat.

DBA ACTIVITY ALERTS COMFIGURATION

Service Desk Policies Service Desk Systems

Service Desk Systems Settings

«

4. Enter Service URhtip://10.2.56.76:4885/ServiceNow.asmx

5. EnterUserName The user name to lo@ to: <SystemID=ervicenow.com (The SystemIDis

different for each customey.

observe it
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The user name contains the USERID + SERVICENOW SystemID in the following format:
<UserID#&<SystemID>
Example: admin@dev198

6. EnterPasswod: The password to logn to: <SystemIDservicenow.com

Service Desk Policies
Service Desk System Settings
Back to Service Desk Systems Save || Cancel
— Connection Settings
Service Desk System | Custom Integration v
System Name ServiceMow
Senvice URL hitp://10.2.56.76:4885/ServiceN ow. asmx
User Name admin@ven01947 _
Password ~ |sessssssssssssssmsssnnsssnnn .
Validation Message  |Failed to validate ticket number. Please check ticks
7. ClickTest Connectionand waituntil Ticketing system connection is rea@dppears.
8. ClickSave
9. You can novstart Configuring Ticketing Policies
http://documentation.observeit.com/#configuring_ticketing_policies.htm
4 How ObservelT information displayed in ServiceNow
¢tKS aSaairzy AyF2NXIGA2y AAa RAaLI @SR Ay (GKS G4AO1SGQa
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< = Incident-INC0010004 &7 & B v @& | Folow |- || Update || Res
Mumber | inCo010004) Openad 2017-03-03 08:51:17 ]
Caller System Administrator Q N O] Opened by System Administrator Q
Location Q Phane -
Category Inquiry / Help v State Mew -
oy Mone - . Assgnment group Q
Configuration item Q. Assigned to Q
3-Low M
Urgency 3-Low .
Priority 5 - Planning .

Short description

No results to display

hitp://10.1.100.113:4884/0Observe | T/Skde\iewer.aspx? Session|D=10754b07-0780-4a85-b453-7f220c8 17ec

Notes | Relsted Records | Closure Information

Additional comments (Customer visible)

Work notes

Activity — | 2017-03-04 22:03:31 System Administrator C
ServerName:DEMO-DC1 Login=oit-demo.localisn
ClentName:OIT-ILAN-LAP ChentlP-10.5.0.34
ObservelT VideoURL: hitp://10.1.100.113:4884/0Obserue T/SideViewer. aspx?Session|D=19754b07-8780-4a85-b453-7f2220cE 17e:
¢ = Incident - INC0010017 & y = -\/\- @ Follow - Update Resolve Incident
Number INCO010017 Opened 2017-03-05 04:30:34
Caller Allie Pumphrey LN O] Opened by Beth Anglin a|l®
Location @ Contact type Self-service v
Category Inquiry / Help State New v
Subcategory - None - Assignment group Service Desk Q
Configuration item Remote Desktop Connection = 0 Assigned to Beth Anglin Q
@
Impact 3-Low
Urgency 3-Low
Priority 5 - Planning
Short description oit-demo.localibeth. angdl has legged into a server monitored by ObservelT.User comments: :
>
# ObservelT Video Video &
observe it
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5 Trouble shootingDebug &Trace

5.1 TRACHHLE

Trace file is located i@\inetpubtickets.
Filename: trace.log

In case of any issuesendthis file to ObservelT Support

5.2 CONNECTIORAILSISSUES

1. Copy the URL to Service Now into your Web Browagrs://dev198.servicenow.com).
2. If you get the following page, update your certificaitail you can get directly tahe ServiceNow
page

|@ There is a problem with this website’s security certificate.

The security certificate presented by this website was not issued by a trusted certificate authority.

Security certificate problems may indicate an attempt to fool you or intercept any data you send to the
SErver.

We recommend that you close this webpage and do not continue to this website.
@ Click here to close this webpage.

@' Continue to this website (not recommended).

= Mere information

3. Proxy issues:
a. Inthe hternet Exploreinternet Options, disable the Automatic Proxy settings
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b. Apply your company proxy setting
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