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Integration Overview

The LogRhythm integration with ObservelT provides security analysts and investigation teams with

powerful user activity meta-data and smart user behaviour alerts. By correlating this powerful user
context with the other data sources in your SIEM, a complete picture of a user’s activities emerges,

allowing for creation of smarter alerts and quicker threat elimination.

The LogRhythm System Monitor agent will be used to forward the events from the ObservelT SIEM
logs into LogRhythm.

PREREQUISITES
The ObservelT integration is generally available in LogRhythm.

Update the LogRhythm Knowledgebase to the latest version to ensure the latest log processing
policies are installed.

o ObservelT (Minimum supported version: 7.4)
e LogRhythm (Minimum supported version: 7.x)

LogRhythm System Monitor installed with ObservelT Application Server or with ObservelT SIEM logs
available remotely.
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ObservelT Configuration

To configure ObservelT for integration with LogRhythm:

1.

From the ObservelT Web Console, in the Configuration tab, select Integrated SIEM in the
left menu. Select the SIEM Log Integration tab.

ENDPOINT DIARY

Admin Dashboard
Console Users
Identification
Endpoints
Endpoint Groups
Recording Policies

Security & Privacy

Alert & Prevent Rules

Lists

USER DIARY

In-App Elements (Beta)

System Events

Identity Theft Detection

Messages

Call Center Integration

Service Desk Integration

License

SMTP Settings

Integrated SIEM

FILE DIARY DBA ACTIVITY ALERTS CONFIGURATION SEARCH

ObservelT Logs SIEM Log Integration

SIEM Log Integration

Activate SIEM log integration

Enable export to ArcSight format

Log data

All selected types of log data will be stored in the same file.
Windows and Unix Activity
Activity Alerts
DBA Activity
System Events
In-App element
Audit
Audit Sessions
Audit Logins

Audit Configuration changes

Log file properties

The Folder location displays the path to the current log files. To change the location, enter a new path, and click “Save”.

Folder location: | C:\Program Files\ObservelT\NotificationService\LogFiles\ArcSight

File name: Observeit_activity_log.cef

Select the logs you want LogRhythm to ingest. The User Activity, Alert, Audit, and Internal

Event logs are supported.

Enable export to ArcSight format must be checked.
Enable the file clean-up process to run every hour. This prevents the log file from becoming
too large by deleting the older events and leaving the newer ones.

Log file cleanup

@ Enable log file clean up
Ru 6:00 AM -
© Run eve: Hous ]
[ s ] concel ]
observerr
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LogRhythm Configuration

As detailed above LogRhythm is configured to read the CEF files generated by the ObservelT

application server.

1. To configure this, navigate to LR Console > Deployment Manager > System Monitor.

2.

to the CEF files produced.

Check the System Monitor agent that is either installed on the ObservelT or will have access

Right-click on the agent and navigate to Add Flat File Log Source (see below screenshot).

7 File Edit View My LogRhythm Tools Window Help

@ 0‘ @ | 2 Personal Dashboard < Investigate &' Tail ‘ @ Report Center ‘

=l List Manager ‘ % Deployment Monitor 5 Deployment Manager

-8 x

| Entities | Platform Manager | Data Processors | Al Engine | Network Monitors | System Meniters | Log Sources | Log Processing Policies | Alamn Rules | People |
Monitor

[New

[NewSystem Monitor AQews

Agent

Action Status Host Operating System Host IP Address Resolved Known Host Agent Name: Y Agent GUID
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New
Check All
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Uncheck All
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Clear Filters

Actions »

View »
Export Grid To File
o

<

Showing 1 of 1

Change Log Source Identification Search Scope  »
License »
Unlicense

Activate

Retire

Apply Configuration Policy

Update Software

Initiate SmartResponse

Service Start

Service Restart

Service Stop

Add Windows Event Log Source

Properties

Add Flat File Log Source

Service Requests

Search For Alarm  ~ Value

OK.

7 File Edit View MylogRhythm Tools Window Help
@ ©| @ & Personal Dashboard 4 Investigate &/

In the past

Export Local Configuration File

Edit Properties »

Go

LogRhythm Console - [Deployment Manager]

Entiies | Ploticem Manager | Dot Processors | Al Engine | File Edit _
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| Drag & column header here to group by that column i S
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Shawing 1 of 1
Sevice Requests
Search For Alarm = Value In the past Minute(s) = Include Al * Options+ - Go

5.

6. Change the processing policy to the LogRhythm Default.
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served.

In the flat file configuration settings, select Basic Configuration tab.

LastHeartbeat |

DateUpdated

LicenseType

Use the search box to find the ObservelT Enterprise log source. Highlight this entry and click
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7. Click Flat File Settings and change the file path to the location of where the .CEF files are
being written to, as configured in the ObservelT Configuration.
8. Click on the ellipses next to the Date Parsing Format and add a new entry with the below

regex:
<MM>\s<d>\s<yy>\s<h>:<m>:<s>

7 File Edit View My LogRhythm Tools Window Help

LogRhythm Console - [Deployment Manager]

| Entities | Platform Manager | Data Processors | Al Engine | Npswed
Agents.

|| Drag a column header here to group by that column.

2] Ql [ ‘ & Personal Dashboard “{ Investigate &/ Tail | @ Report Center ‘ 1=l List Manager ‘ #a Deployment Monitor £ Deployment Manager

Basic C Additional Setiings | Flat File Setings | Additional Info

File Path

[ObservelT CEF Format (sMM>\s <dr\s<yy»\s<h><m>-<s>)

Action Status.
‘C\Ings\obseweil\' cef
(= m =
Date Parsing Format
Multiine Log Message Setings
Log Message Start Regex
Filtlerby | il 9 < <

| Drag a column header here to group by that column.

Log Message Delimiter Regex

Host Entity HostName System| [

(=
Primary Site

Log Message End Regex

WIN-QQBHIVO3_. | WIN-Q(;

Directory Collection
[] e Directory

Recursion Depth: [0 [ 5

Exclusions

Inclusions

[ Type

[rone

=

DateUpdated

1/4/20199:33.

ok ]

Cancel

Apply

Log Sources).

| [Host Name.

Filter by | [

N

| [Entity.

] |Log Source Type... | [] Include Retired

Agent

Version

=

LicenseType:

System Monior..

Agent GUI

N - e

LastHe

/4720

Wait a few minutes and verify that the last log message is updating (Deployment Manager >

Action

Log Entity * Log Host “  Log Source Type
& = = [Gf
: Flat File - ObservelT

Primary Site

10.

Log Source Name:

WIN-QQ8HIVO3SEL ..

Collection Host

[=

Entity: Primary Site,

Last Log Message

1/4/2019 9:46:50.013 AM

MPE Processing Mode

(=

Event Forwarding

MPE Policy
[=

LogRhythm Default

You can also select to Tail Log Sources to ensure that new entries are being parsed.

LogMart  IsChildSource

(=]

Archive

Dr

Action Log Entity ~ LogHost  ’ LogSource Type *  Log Source Name:
[ [ =
Prirr Flat File - ObservelT.. WIN-QQ8HIVO3SEL .
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Ol Piv Clear Filters LogRhythm Registry.. RegistryMonitor
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Actions » Tail Log Source(s)
Export Grid To File Change Log Source Type
Add Log Sources from File Create Virtual Log Sources
Update Catch All Sources
Properties

Web Ul Configuration

Collection Host
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Entity: Primary Site.
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Entity: Primary Site...
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- 1/4/2019 9:57:36.270 AM

Last Log Message
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MPE Processing Mode
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| Event Forwarding

Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled

MPE Policy
O]

LogRhythm Default
LogRhythm Defauit
LogRhythm Default
LogRhythm Default
LogRhythm Defauit
LogRhythm Default
LogRhythm Default
LogRhythm Default
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ooooooogd

A basic dashboard has been created to provide visualisation of the ObservelT data. Download the

dashboard file and import to the Web Ul.

http://files.observeit.com/docs/ObservelT Dashboard.wdlt.zip

Copyright © 2020 observerr rights reserved.
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http://files.observeit.com/docs/ObserveIT_Dashboard.wdlt.zip

observeIr

a proofpoint® company

LOg Rhythm Dashboards Alarms CloudAl Cases Searches Reports Search...

0 Live Data ObservelT Dashboard

Top Suspicious User vast 20 Rule Violations Lsst 204 18 Suspicious Process Last20d 1sh

) INFHHND

END

administrator
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Exfiltrating tracked file_.. 16 HXD Hex Editor
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Task Manager
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Creating Alarms

You can configure alarms in LogRhythm for ObservelT alerts.

To configure an alarm:

In the Al Engine tab, create a new rule, then drag a Log Observed Rule Block onto the main
working area.

Set the primary criteria to look for the Common Event: Error: General Alert Message.

Al Engine Rule Wizard

T [

Common Event Selector

Field Filter Values

File Edit

N

Classification Filter

[f= - Allkems - ~
(= Audit: Startup and Shutdown

[#= Audit: Configuration

(= Audit: Policy

Text Filter

General Alert Message ‘

m

Text Search Type

(= Audit: Access Revoked
(1= Audit: Authentication Success

] Operstions : Error- General Alen Message
S)0perations - Information General Alert Me

(5= Audit: Account Craated @ Keyword () Regex clear || Aeply | [t
(= Audit: Account Modiied

(t= Audit: Account Deleted

(= Audit: Accass Granted Commen Event

(= Audit: Authenlication Failure.
(= Audit: Access Success

(= Audit: Access Failure

(= Audt: Other Audit Success
(= Audit: Other Audit Failure
(= Audit: Other Audit

(= Securty: Compromise

= Securty | Attack

(1= Secuity : Denial Of Service
[i= Securty: Malware

1= Secuity Suspicious

(= Secunty | Reconnaissance

(= Security: Misuse

[i= Securty  Actvity

(= Security: Vulnerability

= Securily : Failed Aack

(= Security: Failed Denial of Service
[z Securty Failed Matware

(= Security: Failed Suspicious

[iz Securty : Failed Misuse

[N

L L] U Securty - Failed Actviy S
Unique Values
—— s O Cems ]

Rule Blocks | Settings | Natify | Actio

e Inthe Log Source Criteria, filter by the ObservelT Log Source.

3.
£

Al Engine Rule Block Wizard - Log Observed [ =12 =

.

Log Source Criteria

Specify the Log Sources from which lags ean originate to be considered for the rule block. Log Source Criteria filters are
evaluated after Dav and Time Criteria fiters and before Primary Criteria, Include. and Exclude filters,
() Include All Log Sources

() Include Log Sources from the Selectad Lists

(®) Include the Selected Log Sources

EditLog Sources I

Remove | [ Add. |

Action  Entity # Host / LogSource Type ~ Log Source Name * 1D Expiration Date
CgLC & & o] - o]
» n Primary Site OIT APP Flat File - Observel T WIN-QQ8HIVO3SEL .. | 4 INTA
e Group by User and Object.
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Al Engine Rule Block Wizard - Log Observed

Group By Fields

Group logs with identical values in the following fields. Logs without a value for a selected Group By field will be excluded,
*indicates fields not written o the AIE Event — AIE Drilldown will work, but the field is not available for Smert Respanse or Event queries

Domain Origin

|| Known Host (Ongin)

Primary Ciiteria | Include Filters | Exchude Filters | Day and Time Criteria | Log Source Ciiteria [

<Back Next>

NAT TCP/UDR Port (Ongin}

[ Recipient Identity

[ ] Action [ ] Location (Impacted) ("] Region {Impacted)
|| Application [ | Location (Origin) ["| Region (Crigin)
[ City (impscted) [] Loa Source * [_| Response Code
[ City (Origin) [] Log Source Entity * ] Result
Classificatian * Log Source Host * Sender
[] command [ Log Source Roat Entity ™ |_| Sender Identity
(] Common Event * [ MAC Address (impacted) | Serial Number
[] Country (Impacted) [ ] MAC Address (Ongin) ] Session
[_| Country (Origin) [| MPE Rule Name [_| Session Type
[ ]eve [ NAT IP Address (impscted) [ ] Severity
[ Direction [] MAT IP Address (Origin) ] Stetus
Domain Impacted | NAT TCP/UDP Port (Impacts_| Subject

TCPIUDP Fart (impacted)

[ Entity (impacted) [] Network (Impacted) [_| TCPIUDP Port (Onigin)
[] Entity (Qrigin) * [] Network (Origin) ] Threat ID

Group & Object Threat Name
[ Hash | Obiect Name CuRe

Host (Impacted) Obiect Type User (impscted)
[ ] Hast (Origin) [ Parent Process ID ] User impacted) Identity
|| Hosthame {Impacted) [| Parent Process Name ] User (Origin)
[] HostName (Origin) [] Parent Process Path (] User (Origin) Identity
[ ] Interface (Impacted) [] Policy ] User Agent

Interface (Ongin} Process ID ‘Vendor Info
[_] 1P Address (impacted) [ Process Name [ vendor Message ID
[ IP Address (Origin) [ Protocal [] Version
[ ] Known Application [ | Reason (] Zone (Impacted) *
[_| Known Host (Impacted) [ Recipient [_] Zone (Origin) *

By || AIE Summary Fields | Information

oK Cancel

Support

e For help configuring LogRhythm, consult LogRhythm Support
e For help using or configuring the ObservelT platform, contact the ObservelT support
organization https://www.observeit.com/support/
You can also send an email to integrations@observeit.com with questions about this and other
ObservelT integrations.
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